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1. Introduction

This document details the onboarding of users onto NSCC Service Desk which is used by users to
raise tickets or service requests.

On-boarding process will be addressed by the different types of users below:

Type of User LDAP Cisco Duo Enrolment ZOHO Directory
Record

A - Existing User with DUO enrolment V4 V4 X

B - User with No DUO enrolment V4 X X

2. DUO Enrolment

For Type A - Existing User with DUO enrolment

Step 1: Please email to the service desk (servicedesk@nscc.sg) to get your temporary password
issued.

Step 2: After you have your temporary password issued, go to this link: https://sso-
54d9996b.sso.duosecurity.com

Supercomputing
NSC Centre

Single Sign-On

Email Address

Secured by Duo


mailto:servicedesk@nscc.sg
https://sso-54d9996b.sso.duosecurity.com/
https://sso-54d9996b.sso.duosecurity.com/
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Step 3: Enter temporary password provided by Service Desk, click ‘Log in’.

O .

NSCC S nscempuing
Single Sign-On
I -
Password
[]
Need help? Secured by Duo

Step 4: Click ‘Verify Identity’.

@ National
N‘n{,'ﬁ

£ New Password Required

You'll need to create a new password to access
this application. First, we'll ask you to verify

your identity.
Verify identity
L
Need help? Secured by Duo
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Step 5: Approve the notification.

Sl

NS CC fomeramnamn

Check for a Duo Push

Verify it's you by approving the notification...

Sent 1o "IOS" (se-seee- -)
- a
Other options
Mﬁ Secured by Duo

Step 6: Receive success notification

@ National
NS CC e

Success!

Logging you in...

Secured by Duo

| 24

PTC

Data Management



@ National /-.7 P Tc

N S c C Supercomputing ' Data Management

Centre

SINGAPORE

Step 7: Click ‘Continue’.

@ National
R Coae. T e

© Create a new password

You'll need to create a new password to access
this application. Contact your IT administrator
for a temporary password, This is need&l to
reset your password.

Continue

Secured by Duo

Step 8: Enter the temporary password provided by Service Desk. Create and confirm new
password, click ‘Save’.

(]

f—
NS CChneian

Create a new password

Enter your temporary password, then create a
new one. Your new password can't be one
you've used before, and:

© Must be between 12 and 256 characters

© Passwords must match

© Must include at least one uppercase letter,
lowercase letter, number (0-9), and symbol
(1@#$%8&")

Temporary password

;
i
9

.

New password

Confirm new password

Show password

Secured by Duo
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Step 9: Password changed notification. Click ‘Continue to application’.

@ .
NS CC o

£ Password changed

Your password is set and you're logged in.

Continue to application

Secured by Duo
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For Type B — User with No DUO enrolment

Step 1: Receive an enrollment email from Duo Security. Click the link to begin enroliment.

This is an automated email from Duo Security.

Your organization invites you to set up a user accoeunt for Duo. You will find instructions from your Duo
administrator below. If you have questions, please reach out to your crganization’s IT or help desk team.

(S
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Hello,

Your organization is now rolling out Duo Security, a friendly and secure way for
you to loginto your applications. Your administrator has invited you to set up your
account for Duo so you can start loggingin.

To begin, click this link to enroll a phone, tablet, or other device:

https://api-54d9996b.duosecurity.com/frame/portal/vd/enroll?
code=6c8f982c704e748elakey=DACYEEOCY1CGNCGGRDIS

Duo Security is a two-factor authentication service that strives to be easy to use
and secure. To learn more about Duo authentication, visit the guide here:

https://guide.duo.com/enrollment

Step 2: You will be redirect to the page below. Click ‘Get started’.

:m:‘i .
N cc FRRa

Welcome to
Duo Security

Your organization uses Duo Security to protect
your identity. Create an account to get started
Learn more about Duo (3

Get started

0
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Step 3: Select ‘Duo Mobile’.

Kanona
e r B
NS C C ey B

First, add a device

You'll use this to verify your identity with Duo
You can add another option later

~ Hello Rec 5
@ Use Windows Hello on this device

c Duo Mobile
Get a notification or code on your device

@ Security key N

Use a security key

S Phone number N
D Get a text message or phone call
Need help? Secured by Duo

Step 4: In ‘Country code’, select the country code tagged to your mobile number.
E.g +65 for Singapore mobile numbers. Check the agreement checkbox and click ‘Continue’.

< Back < Back
Enter your phone number Enter your phone number
You'll have the option to log in with Duo Mobile. You'll have the option to log in with Duo Mobile.

Country code  Phone number Country code  Phone number

| - - 1[ I ] -5 - T

Example: "8123 4567

Example: "8123 4567"

. viE
*| agree to receive messages related to &4 1agree to receive messages related to

authentication from Duo. Reply STOP to opt-out. authentication from Duo. Reply STOP to opt-out.

Message and data rates may apply. Message Message and data rates may apply. Message

frequency varies. View Terms and Conditions (3 frequency varies. View Terms and Conditions (4
and Privacy Statement(3. and Privacy Statement(5.

Continue

| have a tablet

| have a tablet

Need help? Secured by Duo Need help? Secured by Duo

| Vo
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Step 5: Select the option, Yes, it's correct’ if the number display is the mobile number that you would
like to be associated with Duo.

< Back < Back

Is this correct?

I
Yes, it's cczﬁect

No, | need to change it

Is this correct?
+65 NN

Yes, it's correct

No, | need to change it

Need help? Secured by Duo Need help? Secured by Duo

Step 6: Download the Duo app from App Store or Google Play your device. Click ‘Next’ when
download is complete on your device.

< Back

Download Duo Mobile

On your mobile device, download the app from
the App Store or Google Play.

(o]

Next

Need help? Secured by Duo

< Back

Download Duo Mobile

On your mobile device, download the app from
the App Store or Google Play.

@ |

Need help? Secured by Duo

10
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Step 7: Scan the QR to activate Duo Mobile.

| 24

< Back

Scan this QR code to activate
Duo Mobile

Use your camera app or select Use QR code

in the Duo Mobile app to scan

Get an activation link instead

Need help? Secured by Duo

Step 8: Added Duo Mobile. Click ‘Continue’.

< Back

Scan this QR code to activate
Duo Mobile

Use your camera app or select Use QR code
in the Duo Mobile app to scan.

A

Need help? Secured by Duo

G
NS CC i

@ Added Duo Mobile

You can now verify your identity with a Duo

Push notification or passcode.

Continue

N

Need help? Secured by Duo

C......
RIS 2ot omoune

© Added Duo Mobile

You can now verify your identity with a Duo

Push notification or passcode.

Need help? Secured by Duo
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Step 9: Select ‘I don’t want to add more devices’

W.
us cc LI
Add one more device

With more options to log In, you'll be less likely

to get locked out

~ Wind Hello Rec 5
Wl Use Windows Hello on this device

=)

@ Security key 3

Use a security key

| don't want to add more devices

Need help? Secured by Duo

Step 10: Setup Completed, proceed to close the page.

®
%etup completed!
e &
You can now close this page

]

<
&
*
”
O =
s I a I
a
Need help? Secured by Duo
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3.

All users require to enroll in the ZOHO Directory via the process below.

Step 1: Receive an email invite from ZOHO Directory. Click on ‘View Invitation’.

National
Supercomputing
Centre

ZOHO Directory

Hi’

You have been invited by the admin of the NSCC-ASPIRE2B to join their organization. Click below to either
accept or reject the invitation.

This invitation will expire in 30 days.

Note: By accepting the invitation you're agreeing that the admin can have access to your organization
account details. The admin can perform actions like changing your personal information, reset password,
change preferred MFA modes, etc.

If you have any trouble in accepting the invitation or if you think that you've received this email by mistake,
please contact support@zohoaccounts.com.

Regards,
The Zoho Team

WWW.Z0N0.com

Zoho Corporation, 4141 Hacienda Dr, Pleasanton, CA 94588, USA.
Toll free: +1-888-900-9646 Fax: +1-925-924-9600
This e-mil is generated from Zoho Accounts. i you think this is SPAM, please report to abuse@zohocorp.com for immediate

action.

Step 2: User will be redirected below. Click ‘Sign up & Accept’.

zomo0

_ Zoho Directory
NS

NSCC-ASPIRE2B
Invited by ¢

Join Our Organisation

We invite you to join our organisation. Create a Zoho account for the email

address { | to accept the invitation.

Sign up & Accept Reject

Y

» By accepting the invitation you're agreeing that the admin can have access to
your organisation account details.

» The admin can perform actions like changing your personal information, reset
password, change preferred MFA modes, etc.

Please contact for any queries you may have.

PTC

Data Management
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Step 3: Create your password (this password will not be used). For Country/Region: select
‘Singapore’ and tick the check box to agree.

rauo

I’B Zoho Directory
NS

NSCC-ASPIRE2B

i

Join Our Organisation

A new Zoho account will be created for the email address

Last nama ‘

Country/Region ‘

@ Singapore

1 agree to the Terms of service and Privacy policies of Zoho Corporation

Procerd Back

Please contact _ for any queries you may have.

Step 4: Enter OTP that was sent to your email in box below. Click ‘Verify and Accept’.

¥ OTP sent successfully

EE] Zoho Directory
NS

NSCC-ASPIRE2B
Invited

Verify Email Address

A 7-digit OTP has been sent t_ Please enter it below

to verify your email address. Once verified, a Zoho account will be created for
you, and you'll be added to the NSCC-ASPIRE2B organization.

Resend OTP in 58s

Verify and Accept Back

14
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Step 5: Either wait for redirection or click ‘Redirect Now’

zoH0

N
Accepted
You are now a part of this organisation. You will be redirected in 5
seconds.
Step 6: You will be redirected to page below.
(@ NSCCASPIREZB Q¢ s o8B [90

ASPIRE2B Self Service Portal

How can we assist?

15



@ National

Supercomputing
NSCC Centre

SINGAPORE

4. Login to ServiceDesk Portal

Step 1: Open your browser and access the Service Desk URL htips://servicedesk.nscc.sq. Enter

your email address and press ‘Next’.

o
Signin

to access Zoho Directory

Sign in using
« IEofin]x )]

Don‘t have a Zoho account? Sign up now

| 24

MFA for all accounts

Secure online accounts with OneAuth 2FA.
Back up OTP secrets and never lose access to
your accounts.

Learn more

Step 2: Click ‘sign in with SAML SSO’.

Signin

to access Zoho Directory

You will be redirected to the identity provider Cisco DUO SSO
IDP configured by your organization.

_ NSCC-ASPIRE2B [N
=5

550-54d9996b 530 duosecurity corr
Sign in with SAML SSO

Sign in another way

Q

s michealrio@zylker.biz

8]

Passwordless sign-in

Move away from risky passwords and
experience one-tap access to Zoho. Download
and install OneAuth.

Learn more

Data Management

16
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Step 3: Authenticate with your email address and DUO password.

National
NI es Supercomputing

Single Sign-On

Email Address

Next

Secured by Duo

Step 4: Once you login, you will see the page below:

(@ NSCC-ASPIREZB

ASPIREZB Self Service Portal

How can we assist?
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