ASPIRE 2B VPN | Windows

ASPIRE 2B VPN (WINDOWS)

1) Go to the Check Point Enterprise Endpoint Download page:

https://www.checkpoint.com/quantum/remote-access-vpn/#downloads

2) Click on Download VPN button.

25 checkpoint.com/quantum/remote-access-vpn/#downloads

POINT

Network Security / Remote Access VPN

Remote Access VPN

Provide users with secure, seamless remote access to corporate networks and
resources when traveling or working remotely. Privacy and integrity of sensitive
information is ensured through multi-factor authentication, endpoint system

compliance scanning and encryption of all transmitted data.

3) Click on Download for Windows button

Remote Access Client

Provide users with secure, seamless access to corporate networks and resources

when working remotely.

DOWNLOAD FOR WINDOWS

DOWNLOAD FOR MACOS

4) Download the latest binary and install the VPN software from the download location.


https://www.checkpoint.com/quantum/remote-access-vpn/#downloads
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Download Details

E88.72 Check Point Remote Access VPN Clients for Windows

Product
Check Point Mobile for Windows, Endpoint Security VPN, SecuRemote for Windows

Version
E88 x

0s
Windows

File Name
E88.72 CheckPointVPN.msi

Download By clicking on the "download” button, you expressly agree to be bound by
SHEES the terms and conditions of this download agreement.

5) After the installation, launch the VPN from the Windows Menu.
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6) Follow the wizard to create a new connection to ASPIRE2B. Select “Next”.

! B Site Wizard

Welcome to the Site Wizard

The whzard wil guide you Brough he configuiation of a new ste for he
VPN cliert,
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7) Enter vpn2.nscc.sg in “Server address or Name”. You may leave “Display name” unchanged. Select

“Next”.

f‘-_j Site Wizard

X

Welcome to the Site Wizard Q
- )

A site is your gateway to network resources. --.J

To continue, fill in the required information and click next.

Server address or Name: vpn2.nsce.sg

(] Display name: vpn2.nscc.sg

| Back Next Cancel Help
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8) Select “CISCO_DUO_LDAP” and select “Next”. On the next screen, select “Finish”. Select “Yes”

when prompted: “Would you like to connect?”
{1 site Wizard X
Login Option Selection o |

'
Select your login sequence choice from the options set by your administrator = d

Please select your preferred login option from the following list

CISCO_DUO_LDAP (Default) e

Back Next Cancel Help
9)

10) Select the “Finish” button.

p
-l Cita \Afi—ard
Gl Site Wizard

Site created successfully
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11) Click on Change Login Option Settings and under Authentication tab and confirm
CISCO_DUO_LDAP option is preselected. Click OK and Connect.
f'}] Properties of vpn2.nscc.sg X

Details Settings Authentication

Please select your preferred login option from the following list

CISCO_DUD_LDAP (Default) w

BC Authentication

Method: Username and Password e

oK Cancel Help |

12) Enter your ASPIRE2B username and password.

@ Check Point Endpoint Security — X

Endpoint Security-

Site: vpn2.nsce.sg e

Authentication

Please provide a user name and password to authenticate

Username: username ,
Password: T |
Connect Cancel Help

. Selected Login Option: CISCO_DUQ_LDAP Change Login Option Settings l
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13) Approve the connection in DUO for multi-factor authentication (MFA)
a) Open DUO on your phone.

b) The approval message will appear.

c) Select “Approve” to confirm the connection.

Are you logging in to NSCC ASPIRE2B VPN?

@ National Supercomputing Centre

Unknown

© 2:55PM

Approve

Note: There is a time limit for this operation. If approval is delayed, reconnect the VPN and
repeat the MFA approval steps.

14) Launch your preferred terminal and use the following command to connect to ASPIRE2B.
Replace <userid> with your ASPIRE2B user ID.

ssh -Y <userid>@aspire2b.nscc.sg

--End --



